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user-facing tracking controls

ad- & tracker-blocking extensions 

privacy dashboards 

built-in browser defenses 
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current tools only provide snapshots of tracking
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longitudinal data about which trackers made which inferences 
about you and based on which browsing activityWANT:

TRACKER

???  

[Ur et al. 2012,  
Warshaw et al. 2016]
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1. motivation
2. our tool

3. method

5. conclusion

outline
4. results
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how it works

motivation . our tool . method . results . conclusion

     Arts & Entertainment 
         > Movies 
             > Animated Films
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topic modeling algorithm

motivation . our tool . method . results . conclusion

games

keyword1, 
 keyword2, 
 …

movies

keyword1, 
 keyword2, 
 …

…

keyword1, 
 keyword2, 
 …

+

chosen based on 2 online experiments 
1) crowdsourced accuracy 

- 187 participants, 9 topic-page pairings each 
2) crowdsourced accuracy + precision:  
- 54 participants, 12 topic-page-display triples each

  TF-IDF (+Word2Vec) 
  LDA (+W2V) 
  TextRank (+W2V) 
  LSTM+W2V (sm/lg) 
  random

extract & 
preprocess text

use 1,932 
categories as 

potential topics
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topic modeling algorithm

motivation . our tool . method . results . conclusion

games

keyword1, 
 keyword2, 
 …

movies

keyword1, 
 keyword2, 
 …

…

keyword1, 
 keyword2, 
 …

+

* generates plausible topics to facilitate our 
larger goal of displaying longitudinal 
visualizations of tracking

TF-IDF

extract & 
preprocess text

use 1,932 
categories as 

potential topics
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fully client-side data collection

•  local database

•  collect pages visited

-   inferred ad-interest category

-   trackers on that page (using       blacklist)

-   metadata about page

motivation . our tool . method . results . conclusion
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method
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iterative usability interviews

13 participants 
30 minutes 

$10 Amazon gift card
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field study

pre-usage survey use Tracking Transparency  
for one week post-usage survey

- demographics 
- estimates of tracking 
- knowledge and 

attitudes about OBA

[15 minutes, $3] [20 minutes, $7]

collected telemetry data 
- # of distinct web pages 
- # of trackers 
- inferred topics

- qualitative reactions 
- behavioral intentions 
- estimates of tracking 
- knowledge and 

attitudes about OBA

425 participants, 18+, located in the US, 95% HIT approval rating, 
use Firefox or Chrome regularly

motivation . our tool . method . results . conclusion
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study conditions
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control

comparison

fully 
featured
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Static

study conditions

Browsing
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Connection Graph

study conditions

Browsing

Static
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Connection Graph

study conditions

Browsing

Tracker List

Static
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No Inferences

study conditions

Browsing
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Tracker List

Static
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fully 
featured
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No Inferences

study conditions

Browsing

Connection Graph

Tracker List

Static

Standard
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control

comparison

fully 
featured
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results

motivation . our tool . method . results . conclusion
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telemetry data

TRACKER

39% use ad-  
or tracker-

blocking tool

425 participants 

1,068,302 web 
pages visited

2.58/2.15 trackers  
per page 

59 categories
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improved awareness of tracking

participants were surprised by….

- the amount of tracking

motivation . our tool . method . results . conclusion

“I was surprised at how 

much I was tracked by 

Amazon and Google. I was 

also surprised to find that I 

was tracked on over 75% of 

the pages I visited.” (P369)
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improved awareness of tracking

participants were surprised by….

- the amount of tracking

- where they were tracked

“That live.com is the site 
with the most trackers. That 
is scary considering I only 

use live.com for 
email.” (P140)
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improved knowledge about tracking

“Everything was pretty 
surprising and it feels like my 
privacy has been exposed.  I 
never knew that companies 

tried to create ads 
supported for me based on 
my recent searches” (P175)

participants learned about…

- tracking’s use for advertising
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improved knowledge about tracking

“It shows my top interest is 
shopping, which i didn’t figure 
that to be true, since i usually 

hate shopping. but it made me 
realize that i do a lot of 

shopping online now. that’s new 
to me. It's also new that I have 
75 potential interests.” (P161)

participants learned about…

- tracking’s use for advertising

- inferencing in OBA
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improved estimates of trackers encountered

0

40
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No Inferences
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Actual
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Static

Browsing

Connection Graph

Tracker List

No Inferences

Standard

0% 25% 50% 75% 100%

more likely to use blocking tools

Much more likely Much less likely

About the same
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Static

Browsing

Connection Graph

Tracker List

No Inferences

Standard

0% 25% 50% 75% 100%

more likely to use private browsing

Much more likely Much less likely

About the same
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conclusion

motivation . our tool . method . results . conclusion
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takeaways

built a platform to show users data about 
tracking in their own browsing

tool increased awareness of how inferences 
are made & ability to quantify tracking

longitudinal visualizations about tracking 
increased privacy intentions!
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find the code on GitHub!

https://git.io/
trackingtransparency

motivation . our tool . method . results . conclusion



Many thanks to the Data Transparency 
Lab, Mozilla, and the DoD! https://git.io/trackingtransparency

built a platform to show users data 
about tracking in their own browsing 

tool increased awareness of how 
inferences are made & ability to 
quantify tracking 

longitudinal visualizations about 
tracking increased privacy intentions
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