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Users have misconceptions about private mode
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Study

Motivation

Consider the role of browsers

in communicating what private
mode actually does

i.e., protection from local threats

(and not most remote ones)



Disclosure

the explanation that a browser presents when
users open a new window in private mode
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Disclosures vary

AdsBlocked T

You've gone incognito @
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Disclosures vary

| @ Private Browsing Ba safe and private | Oper

Private Browsing

As soon as you close all private windows, all the
information connected with them will be erased.
Learn more

If you want even more privacy - turn on the VPN.

Do not show again
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Disclosures vary

e o

When you browse in a Private Window, Firefox does not save:

« visited pa * cook
* searches * temporary f

Firefox will save your:
* bookmarks * downloads

Private Browsing doesn’t make you anonymous on the Internet. Your employer or Internet service
provider can still know what page you visit

Some web sites use trackers that can monitor your ac across the | T Vith Tracking

Protection Firefox will block many trackers that can collect information about your browsing
behaviour,

Learn more about
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Mobile disclosures vary even more

Your recent activity and search history
aren't available when you're in incognito.

TURN OFF INCOGNITO

O

00 v 4 32%L 2234

+

Private Browsing +
Tracking Protection

O
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Your secrets are safe

Tabs on Other Devices

+




Survey Methodology

460 participants on Amazon’s Mechanical Turk
30 minutes, $5 compensation
13 conditions

e 12 conditions based on disclosures from the wild
e 1 control condition

Yuxi Wu, Miranda Wei | Your Secrets Are Safe: How Browsers’ Explanations Impact Misconceptions About Private Browsing Mode 10



this is a private tab

Private tabs are not logged in page history. Private tabs and
their cookies vanish when the browser is closed.

File downloads, new bookmarks, and passwords can still be
saved while using a private tab and will not be removed
when the private tab is closed.

Please note: Even though sites you visit in private tabs
saved locally, they do not make you anonymous or invi
to your ISP, your employer, or to the sites you are visiting

you've gone incognito

Pages that you view in incognito tabs won't stick around in
your browser's history, cookie store or search history after
you've closed all of your incognito tabs. Any files you
download or bookmarks you create will be kept.

However, you arentt invisible. Going incognito doesn't hide
your browsing from your employer, your Internet service
provider or the websites that you visit.

you've gone incognito

Now you can browse privately. and other people who use this device won't see your
activity. However, downloads and bookmarks will be saved

Onyx won' save the following
information:

« Your browsing history « Websites that you visit

« Cookies and site data « Your employer or school

« Information entered in forms « Your Internet service pror

Your activity might still be visible to:

browsing inprivate

When you use InPrivate tabs, your browsing data (like
cookies, history, or temporary files) isn't saved on your device
after you're done.

Onyx deletes temporary data your device after all of
your InPrivate tabs are closed.

Desktop

private browsing

with tracking protection

When you browse in a Private Window, Onyx does not save:
ited pages - cookies
searches - temporary files
Onyx will save:
+ bookmarks « downloads

Private Browsing doesn't matke you anonymous on the Intemet. Your employer or
Intemet service provider can still know what page you visit

tracking protection

Some web sites use trackers that can monitor your activity across the Internet. With
Tracking Protection Onyx will block many trackers that can collect information -
your browsing behaviour.

private browsing

As soon as you close all private windows, all the information
connected with them will be erased.

If you want even more privacy - turn on the VPN

private browsing
enabled

Onyx will keep your browsing history private for all tabs in this
window. After you close this window, Onyx won't remember
the pages you visited, your search history, or your AutoFill
information.

Mobile

private browsing

Onyx won't remember any of your history or cookies 9

new bookmarks will be saved.

incognito mode

Your recent activity and search history aren't available w*
you're in incognito.

private browsing *
tracking protection

Onyx blocks parts of the pages that may track your browsing
activity. We won't remember any history, but downloaded
files and new bookmarks will still be saved to your devi

your secrets are safe

Onyx won't save the browsing history of your private tab~

private browsing mode

Onyx won't remember the pages you visited, your search
history, or your AutoFill information after you close a tab i
Private Browsing Mode.
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Control Condition

private browsing mode

Onyx's private browsing mode protects your privacy and
keeps you safe as you browse the Internet.

It was carefully designed by Onyx's engineers to let you stay
incognito as you browse.
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Survey Content

20 different scenarios

Two sets of questions:

Distinguishing

[_https// ) [_https// )

? ?

Comparative
?
[>, <, ==]
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Results
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Our participants (n = 460)

Gender
54.6% male
44.6% female
0.8% nonbinary/NA

Tech background
86.5% no background
11.5% worked, educated in tech
2.0% NA
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Non-misconceptions

89.8% correct 94.8% correct 99.3% correct

3:14 pm picturesofcorgis.com

3:15 pm picturesofcorgis.com

3:16 pm picturesofcorgis.com

3:177 pm picturesofcorgis.com _l

3:18 pm picturesofcorgis.com

3:19 pm picturesofcorgis.com

3:20 pm picturesofcorgis.com

3:21pm picturesofcorgis.com

3:22 pm picturesofcorgis.com dO wn / OGdS
3:23 pm picturesofcorgis.com

3:24 pm picturesofcorgis.com

3:25 pm picturesofcorgis.com

3:26 pm picturesofcorgis.com

Photos not cached History not saved in menu Downloaded files remain
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Overestimated Protections

56.3% incorrectly believed 25.2% incorrectly believed 40.2% incorrectly believed

p What is a corgi?

127.0.0.1
that searches could ...that IP address could not ...that geolocation could
not be associated be collected not be estimated

(while logged in)

Yuxi Wu, Miranda Wei | Your Secrets Are Safe: How Browsers’ Explanations Impact Misconceptions About Private Browsing Mode 17




Misconceptions - comparative differences

27.1% incorrectly believed 30.9% incorrectly believed

https://

Corgi dog beds
for just $49.99!

...that there was a difference in the ...that the proportion of targeted ads
level of virus and malware protection was the same between modes or higher
between modes in private mode
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Overestimated Protections - Tracking

[SP
Government- i Standard
I Private
Employer-
0% 20% 40% 60%

Proportion Incorrect (n=460)

Yuxi Wu, Miranda Wei | Your Secrets Are Safe: How Browsers’ Explanations Impact Misconceptions About Private Browsing Mode 19




Individual disclosure results

this is a private tab Mobile

Private tabs are not ory. Private tabs and
{ ed.

private browsing private browsing

R Control
new bookmarks will be saved.

with tracking protection

incognito mode

private browsing mode

Your recent activity and search history arentt available v
you're in incognito.

)

youve clo 0 tabs. Any files you

download arksy ate will be kept.

Howeve

ivate b » Onyx's private browsing mode protects your privacy and
private bprowsing *

keeps you safe as you browse the Internet.
tracking protection

It was carefully designed by Onyx's engineers to let you stay
e ] incognito as you browse.
ut

n't remember any hist

private browsing

you close all private windows, all the information
nnected with them will b d.

If you want even more privacy - turn on the VPN,

private browsing

InPrivate tabs, your brow la
tory, or temporary files) isn't saved on your device

porary data from your device after all of
your InPrivate t:

or your Autof
Pri
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No different than control

this is a private tab

Private tabs are not logged in page history. Private tabs and
their cookies vanish when the browser is closed.

File downloads, new bookmarks, and passwords can still be
saved while using a private tab and will not be removed
when the private tab is closed.

Please note: Even though sites you visit in private tabs are not
saved locally, they do not make you anonymous or invis’
to your ISP, your employer, or to the sites you are visitin

private browsing

Onyx won't remember any of your history or cookies !
new bookmarks will be saved.

b d

browsing inprivate

When you use InPrivate tabs, your browsing data (like
cookies, history, or temporary files) isn't saved on your device
after you're done.

Onyx deletes temporary data from your device after all of
your InPrivate tabs are closed.

incognito mode

Your recent activity and search history aren't available when
you're in incognito.

private browsing

with tracking protection

When you browse in a Private Window, Onyx does not save:
+ visited pages + cookies
+ searches + temporary files
Onyx will save:
+ bookmarks « downloads

Private Browsing doesn' make you anonymous on the Intemet. Your employer or
Intemet service provider can sfill know what page you visit

tracking protection

Some web sites use trackers that can monitor your activity across the Internet. Witk
Tracking Protection Onyx will block many trackers that can collect information @
your browsing behaviour.

private browsing *
trachking protection

Onyx blocks parts of the pages that may track your browsing
activity. We won't remember any history, but downloade
files and new bookmarks will still be saved to your devic

private browsing
enabled

Onyx will keep your browsing history private for all tabs in this
window:. After you close this window, Onyx won't remember
the pages you visited, your search history, or your AutoFill
information.

private browsing mode

Onyx won't remember the pages you visited, your search
history, or your AutoFill information after you close a tab in
Private Browsing Mode.

private browsing

As soon as you close all private windows, all the information
connected with them will be erased.

If you want even more privacy - turn on the VPN,

your secrets are safe

Onyx won't save the browsing history of your private tab
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Better than control

you've gone incognito

Now you can browse privately, and other people who use this device won't see your
activity. However, downloads and bookmarks will be saved.

Onyx won't save the following
information:

¢ Your browsing history ¢ Websites that you visit

¢ Cookies and site data ¢ Your employer or school

¢ Information entered in forms ¢ Your Internet service proy

Your activity might still be visible to:

Chrome v60 (desktop)

you've gone incognito

Pages that you view in incognito tabs won't stick around in
your browser's history, cookie store or search history after
you've closed all of your incognito tabs. Any files you
download or bookmarks you create will be kept.

However, you aren't invisible. Going incognito doesn't hide
your browsing from your employer, your Internet service
provider or the websites that you visit.

Chrome v59 (desktop)
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Key Takeaways




Understanding comes from interaction

3:14 pm picturesofcorgis.com
3:15 pm picturesofcorgis.com
3:16 pm picturesofcorgis.com
3:17 pm picturesofcorgis.com _l

3:18 pm picturesofcorgis.com

3:19 pm picturesofcorgis.com
3:20 pm picturesofcorgis.com
3:21pm picturesofcorgis.com
222 downloads

picturesofcorgis.com

3:23 pm picturesofcorgis.com
3:24 pm picturesofcorgis.com
3:25 pm picturesofcorgis.com
3:26 pm picturesofcorgis.com
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Language matters

Private Browsing with Tracking Pr

When you browse in a Private Window, Firefox does not save:

* visited pages * cookles

o searches * temporary files Private BrOWSing +
Firefox will save your: Tracking Protection

* bookmarks * downloads
Private Browsing doesn't make you anonymous on the Internet. Your employer or Internet service Firefox blocks parts of the PR that Loy
provider can still know what page you visit track your browsing activity.

We won't remember any history, but
downloaded files and new bookmarks will
Some web sites use trackers that can monitor your activity across the Internet. With Tracking still be saved to yOUl device.
Protection Firefox will block many trackers that can collect information about your browsing
behaviour

Learn more about
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Language matters

Browse like no one’s watching.

Automatically block online trackers while you
browse. Then tap to erase visited pages,
searches, cookies and passwords from your
device.

Your secrets are safe

Opera (mobile)

OK, GOT IT!

Firefox Focus (mobile)
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https://

Browsers’ disclosures
make a difference
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RQ: Do disclosures impact
misconceptions of private
browsing mode? If so, how?

Methodology: 460-participant
survey testing 13 disclosures in 20
scenarios

Results: Disclosures have an
impact and contribute to many
misconceptions

Your Secrets Are Safe:
How Browsers’ Explanations
Impact Misconceptions About
Private Browsing Mode

Yuxi Wu, Panya Gupta, Miranda Wei

Yasemin Acar, Sascha Fahl, Blase Ur
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Underestimated Protections

Search
associated
(not logged
in)

WiStandard

Downloaded W Private

file in
browser's
list

0% 20% 40% 60%
Proportion Incorrect (n=460)
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Roadmap

Why use private browsing mode?
Past work

Study motivation

Survey methodology

Results

o 0k~ WIN o

Key takeaways
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Aggregate Confidence

Males were 3.46 times more confident ...

Younger participants were ...

Less time in private mode were more confident ...
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What do we use private browsing for?




Disclosures vary

[in]

Private Browsing Enabled

Bearch or enter website name

Safari wil keep your browsing history private for all tabs in this window. After you close this window, Safari won't remember the pages you visited, your search history, or your AutoFillinformation.

Favorites

£l v B ~

Piazza « Ask.
Answer. Explo.

docs google.co

151617

~ecH
o

oo 2Em
[ I jelels]
[opgts) mme
Art/Design Est/Orink
o
o
Beoo
Lol
Misc Math Camp.

Frequently Visited

inbax - Photos -
yuriwouchic... Google Pratos

Yl W - Madeweil |
Kattis, Univer... Women's ciot...

FT

B
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Questions we anticipate getting:

But no one reads disclosures?
What were all of the correct answers, anyways?
Have disclosures been updated since publication?

What should disclosures say?
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Notes from Blase

ofes-compate
Yuxi Wu, Miranda Wei | Your Secrets Are Safe: How Browsers’ Explanations Impact Misconceptio_ngc%t?gtngﬁigW%RVTW&}\%eﬂght

 micrARnCA RN +~ne that AicrlAaciirace narticiilarhs amnrnhaci=adA

35



Imagine thereisa  onyx has a mode

new web browser called “private
called Onyx. browsing mode.”



your secrets are sdfe

Onyx won't save the browsing history of your private tabs.
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[ PicturesOfCorgis.com ]
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your secrets are sdfe

Onyx won't save the browsing history of your private tabs.
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[ MyGamingSite.com ]
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your secrets are sdfe

Onyx won't save the browsing history of your private tabs.
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[ google.com ]

Google

[ the meaning of life ]
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your secrets are sdfe

Onyx won't save the browsing history of your private tabs.
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Our Participants (N=460)

Gender

Non-binary/No answer

0.8%

Female
44.6%

Yuxi Wu, Miranda Wei | YC.. co o cri it e iccie rcrrcmime e e
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Male

54.6%
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Our Participants (N=460)

Age

65+

18-24

1.9%
55-64
5.4%
45-54
13.7%

8.0%

25-34

3544
25.2%
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Our Participants (N=460)

Tech background

No answer Yes
2.0% 11.5%
No

86.5%
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Overestimated Protections

Search queries associated

Bookmarks saved across
sessions

Geolocation can be estimated

Employer can track browsing

Better protected from
viruses or malware

IP addresses can be
collected

Government can track
browsing

ISP can track browsing

% of participants (N=460) answering incorrectly about...

. Private . Standard . Comparing private and standard

YUXI WLI, vHrdridd vwwel | 10Ul Deliels Al Odie. MUW DIVUWDDEIS EXPIAIdUOLS HITPACL IVIISLUTILEPLVIIS ARDOLUL FFliIvdle DIVWDSITY Ivibue 47



Overestimated - Saving

Search
queries-
associated
M Priv
B Std
Bookmarks_
saved
) 20 40 60
Percent Incorrect
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Overestimated - Geolocation/IP

IP address_
collected
[ Priv
B Std
Geolocation
estimated
0 20 40 60
Percent Incorrect
Yuxi 49



Underestimated Protections

list

Proportion of
targeted ads

Search queries
associated (not
logged in)

Downloaded file
in browser’s

% of participants (N=460) answering incorrectly about...

B pPrivate | standard [ Comparing private and standard
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Our Participants (N=460)

Browser Usage

B chrome
B Firefox
B Edge/IE
Desktop B safari
B Opera
B oOther
Mobile
0% 25% 50% 75% 100%
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