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Figure 1: Even after an empire is long gone, imperialism continues to manifest around us. Inside a building in a popular
Viennese park, symbols of the Austro-Hungarian empire overlook a cafe where people grab their weekend coffees.

Abstract

Usable security and privacy is an interdisciplinary research field
at the intersection of computer security, privacy, and HCI founded
over 20 years ago. Since then, the field has expanded its domain
to claim a wider range of human-centered security and privacy
issues. Our field’s increasing breadth warrants both celebration of
scientific exploration as well as careful consideration of the process
itself. The expansionary process of a scientific domain to study a
different societies, particularly those that have less global privilege,
shares some characteristics with imperialism: the development
and maintenance of power of one country over another through
various forms of domination. In this work, we take a first step
towards anti-imperialist research by identifying how imperialist
tendencies manifest in security, privacy, and safety research in HCI
and characterizing systemic trends. To aid the development of a
critical eye for imperialism in our field, we offer reflection questions
for individual researchers.
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1 Introduction

Lazy. Stupid. Naive. For a long time, this has been security and
privacy experts’ prevailing assessment of any non-expert user who
did not adequately choose unique long passwords, painstakingly
configure privacy settings on dozens of websites, and stay abreast
of every new tech gizmo. This assessment, sometimes turned into
jokes such as the ID10T error or PEBKAC (problem exists between
keyboard and chair), can obscure harmful underlying beliefs that
justify intolerance. Negative assessments of other populations have
been used to justify vast injustices in history, such as the forced
labor of “lazy natives” in colonies during the 19th century European
imperialist project [8, p. 2].

Dismissing valid reasons that people might have for choosing
unencrypted channels, sharing personal information, or trusting
default settings, researchers coined a term for their confusion: the
privacy paradox. From the security and privacy expert perspective,
users’ non-compliance with expert advice is an absurd contradic-
tion. If users stated that they believed privacy to be important,
but rarely took actions to protect their data, this was evidence of
users’ irrationality and naiveté. Research has explored many factors
that might explain this perceived mismatch of attitude and behav-
ior [41]. However, this mismatch can also be attributed to faulty
assumptions of perfectly rational behavior predicted by economic
theories [87] and underestimating the importance of context to
privacy attitudes [82]. Even if no expert ever called a user stupid,
the implicit focus on user deficit positions experts as an authority
with the paternalistic responsibility to ‘fix’ users. This fix often
takes the form of additional education: mandatory cybersecurity
trainings, personalized trainings, and endless resources for users to
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self-educate what experts think they should know. This approach
contrasts growing efforts in other HCI subcommunities that regard
users as knowledgeable and resourceful and focus on communities’
existing strengths [90].

The so-called privacy paradox is an illustrative example of what
we explore in this work: imperialist tendencies in security, privacy,
and safety research in HCIL These tendencies are unlikely to be
the intended outcome of individual researchers, but rather the
consequence of the research process itself being situated in specific
periods of time and space. Research, including the people and ideas
therein, are then influenced by broader social, political, and cultural
forces of those times and places. Imperialism has been one such
force, where imperialism is defined as:

“the development and maintenance of power of one
country over another through economic, diplomatic,
and cultural domination even in the absence of direct
colonial occupation” [92].

As the vast scale of imperialism’s impact on economies and societies
is beyond the scope of this work, we instead focus our attention to
a realm closer to home: our own research area.

Our self-reflection and critique come at a critical moment. Since
at least 1999 [5, 89], the interdisciplinary research field of usable
security and privacy has focused on usability and other human
factors related to computer security and privacy. Research in this
field began with a US-focused lens on issues such as authentication
or online privacy controls, which especially affected privileged
Western users in corporate settings. The field has since expanded
its domain to claim a wider range of human-centered security and
privacy issues. In the process, the study of “other” user populations
and their distinct threat models has become a place for discovery. In
recent years, research on marginalized and vulnerable populations
in computer security and privacy has exploded in popularity. While
we should strive to have more globally representative research, we
should also carefully consider how and why we undertake such
efforts. For example, the uncritical export of security and privacy
concerns from one area of the world to another risks perpetuating
harmful assumptions and epistemic injustices [6] that prop up the
broader forces of imperialism.

As sociotechnical safety researchers, we seek to avoid perpet-
uating imperialism through our research. The first step towards
anti-imperialism is awareness, through building our capacity to
identify and characterize imperialism. We strive to take a nuanced
approach, avoiding absolute classifications of ‘imperialist’ or ‘not
imperialist’ research, in recognition of the fact that research is
rarely unequivocally judged. Yet, as this field continues to consider
social justice issues on a global scale, we advocate for an expressly
anti-imperialist approach to human-centered security, privacy, and
safety research.

In this critique paper, we trial our anti-imperialist lens. We first
summarize relevant prior work on scientific imperialism, colonial-
ism, and decolonial HCI, to provide readers with the necessary
context to ground our future discussion. Next, we present exam-
ples of how imperialism manifests in security and privacy research,
without blaming individual researchers for these systemic trends.
These examples do not constitute an exhaustive list and we invite
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readers to build on this work with additional examples and discus-
sion. Finally, we conclude by proposing anti-imperialist reflection
questions to assist researchers in contemplating their own work
and navigating the complex legacies of imperialism in research.

2 Motivation

To aid readers in understanding our motivations for this work as
individual researchers, we describe our intention to enact critical
generosity and our positionality as authors.

2.1 Enacting Critical Generosity

We write in the spirit of critical generosity, to embrace “the critical
and the generous in our work with texts, the authors, the readers,
and ourselves” [48]. This spirit requires that we remain attentive to
the social world from which the people who write research papers
come from and the social world that the research then shapes.
Receiving criticism is rarely pleasant, even for researchers hardened
by years of adversarial peer review. With this critique paper, we do
not aim to attack individuals or specific research projects. Instead,
we reflect on repeating patterns of work in the research community.

We embrace epistemic generosity, listening and waiting to see
what we can learn from papers and discussions rather than relying
on suspicion and vigilance [22]. Following the example set by bell
hooks [15], we seek to avoid dominator thinking that casts blame
and divides research work into a binary of good or bad. Hence, we
do not cite specific papers as negative examples. Instead, we invest
our energy in creating discussion about transformative practices,
hoping readers will apply equal critical generosity to our critiques.

We are also still learning about postcolonialism, anti-imperialism,
and relevant ongoing discussions. Therefore, we write from a per-
spective that reflects our ongoing efforts to question our own as-
sumptions that have been informed by imperialism. We take inspi-
ration from the postcolonial field of the 1980s, where academics
from former British colonies began the process of reflecting on
the imperialism embedded in themselves and their academic disci-
plines [93].

Criticism is an act of care that can be supportive of all. A feminist
conceptualization of critique [22] is heterogeneous, multidimen-
sional, and not easily reducible to pointing out unfavorable facts.
Aligned with this conceptualization, the reflection practice pro-
posed in Section 5 aims to cultivate an “ability to shift our sense
of antagonism into a creative response” [65]. Our goals are to map
broader trends and determine new research directions, learn from
what has worked and what has not worked, and begin the work of
translating and applying principles from postcolonial theories to
human-centered security and privacy research.

2.2 Author Positionality

Both authors are early career researchers with over eight years of
experience each in usable security and privacy. Our educational
background includes computer science and engineering, political
science, and cultural and social anthropology. While the legacies
of imperialism and colonialism have material impacts on our daily
lives and political orientations, neither of us have had formal edu-
cation in these subjects.
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Our personal experiences drive us towards this topic. We come
from places in the world that have either tried to or are in the pro-
cess of colonizing and exerting imperial power on other parts of the
world. Our families” history additionally influenced our concerns
about imperialism. Imperialism is ingrained in our past, through the
migration histories of our ancestors. We also observe the present
wealth that colonialism produced in European cities, e.g., as ex-
pressed in pompous architecture like the crowned double eagle
in Figure 1 representing the Austro-Hungarian empire, and how
people innocently admire the outcomes of exploitative practices.

The geopolitical status of the countries we live and work in, as
well as their imperialist and colonialist practices, concern us. We
reject providing tacit support for exploitative practices in computer
science and security research, and instead endeavor to deconstruct
such practices. We have also been politically active in student repre-
sentation, works councils, labor unions, and student councils, and
we encourage solidarity with peers and colleagues. We extend this
solidarity to our fellow researchers, the people they research and
work with, and anyone impacted by academic research.

Drawing on Black feminist critiques of technology [16, 73], we
recognize that technologies can unintentionally replicate the logics
of oppression. Our goals in highlighting imperialism in computer se-
curity and privacy are to dismantle imperialist beliefs and practices
that are at odds with our critical and feminist values.

3 Background

To inform our analysis of imperialist security research in future sec-
tions, we begin by reviewing relevant prior work about imperialism.
We first present key ideas from colonialism and imperialism, and
then describe how such ideological systems can also be enacted in
science, for example, as neo-colonial science and scientific imperial-
ism. As this scholarship has largely evolved outside of the discipline
of computer science, we next summarize the growing body of HCI
research that has learned from and engaged with postcolonial and
decolonial scholarship. Finally, we trace the history of computer
security research to the origins of the values spread by imperialist
security research.

3.1 Colonialism and Imperialism

Colonialism and imperialism are sometimes used interchangeably,
reflecting the two concepts’ similarity and mutually beneficial rela-
tionship. They can both describe the subjugation of the people of
a particular land for the benefit of another group, such as during
the European empires of the nineteenth and twentieth centuries.
Colonialism mainly refers to practices of settlement or occupation,
and especially “to describe the colonial system that was put into
operation in the colony itself” [92]. European empires often used
imperialism as a political justification for this colonialism, as an
ideology that “openly advocated and practiced domination over the
territories of other peoples of a different race” The modern concep-
tion of imperialism also describes “the development or maintenance
of power (‘hegemony’) of one country over another through eco-
nomic, diplomatic, and cultural domination even in the absence of
direct colonial occupation” [92].

We emphasize the distinction between colonialism and impe-
rialism not to provide a complete account of their scope but to
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understand them as complementary systems that create and main-
tain global power dynamics of inequality. Though some believe
these concepts are relegated to history textbooks, the legacies of
nineteenth and twentieth-century colonialism are still evident in
our modern world. Colonization continues to shape contemporary
scientific knowledge in many ways: the languages, political and eco-
nomic systems, and sociocultural norms of colonial powers often
still play an outsized role in postcolonial countries.

Cultural imperialism. Cultural imperialism describes a variety of
ways for establishing imperialist control through exporting cul-
ture [85]. While imperialism’s cultural and economic impacts are
closely intertwined [79], cultural imperialism emphasizes the spread
of imperialist control even outside of political and economic spheres
of life [85]. Classic examples of cultural imperialism are through
the production of TV series and big-budget movies that become
global phenomena. For example, MTV helped spread US American
youth culture abroad in the 80s and 90s, and more recently, US-
dominated social media companies have impose US-based values
on users globally through content moderation policies.

Postcolonial and decolonial approaches. Postcolonial scholarship
focuses on the active, ongoing, or recent processes of coloniza-
tion. Early postcolonial scholars like Franz Fanon [35] and Edward
Said [77] were primarily concerned with contesting the “previous
dominant Western ways of seeing things [...] to change the way
people think, the way they behave, to produce a more just and
equitable relation between the different peoples of the world” [93].

Emerging distinct from postcolonial thought, decolonial think-
ing was developed initially by Latin American activists and scholars
and has broadly come to signify attempts to not only contest and
change perspectives but also to re-situate knowledge and practice
outside of dominant power [17, 93]. By centering the everyday ex-
periences of people marginalized by dominant Western power, the
practices of decolonizing have been applied broadly to essentially
all aspects of life, from social and political systems to daily practices
of culture, work, and play; from relationships, education, and health
to computing.

Neo-colonial science. One manifestation of colonialism in science
may be familiar to researchers under the name of helicopter research
or parachute science: the practice of researchers from a wealthier
country going to a less wealthy country to collect data and pub-
lish about that other country, without meaningfully contributing
back in some way to the latter country. This practice has also been
termed neo-colonial science, reflecting the similarities of scien-
tific knowledge, rather than material resources and labor, being
extracted from colonized places.

3.2 Scientific Imperialism

Scientific disciplines come with their own history, values, estab-
lished knowledge, and investigation methods. Researchers may
fear that more powerful and prestigious scientific disciplines could
grow to encroach on other disciplines, displacing their knowledge,
methods, and values in the process. For example, Dupré strongly
criticized how economic styles of thought were pushed onto other
disciplines of human behavior [33], sometimes far beyond the ori-
gins of the initial idea. In his view, transferring the core assumptions
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of one concept to another could often be inappropriate, stripping
away the necessary context from scientific ideas. Transferring the
methods typically used to investigate one set of phenomena to
another could have the same ill-advised effect. Dupré identified sci-
entific imperialism as when one science imposed acceptable ways
of doing research onto another science, “dominating other scientific
disciplines and sub-disciplines” [25]. The economist Méki evoked the
poem, “The White Man’s Burden”, to caricaturize the definition of
scientific imperialism as:

“the superior discipline’s burden to bring scientific
enlightenment to other disciplines, or at least to the
study of other domains” [71]

However, applying existing methods and ideas to new research
challenges is common, or even expected in interdisciplinary fields.
Most scientists regard this process positively. In this book, Against
Methods, Feyerabend envisioned that allowing and encouraging
epistemological pluralism would enable new forms of inquiry and
insights into long-standing problems [38]. Therefore in practice,
distinguishing between legitimate cases of epistemological plural-
ism and instances of scientific imperialism may be difficult, which
is why other scholars have argued for an improved definition of
scientific imperialism [25, 71].

To reconcile these two positions, Méki defined three (more spe-
cific) kinds of scientific imperialism: imperialism of scope, style,
and standing [71]. Imperialism of scope does not merely push styles
of thought far away from the origins of the initial idea (as defined
by Dupré), but occupies the territories of investigation or knowl-
edge of other disciplines. Imperialism of style imposes research
strategies and quality standards onto other disciplines. Imperialism
of standing increases the prestige and resources of more powerful
disciplines at the expense of other disciplines.

Dupré saw the danger of scientific imperialism in the limited
insights provided by applying theories and methods far from the
originating discipline. However, limited insights are not that dan-
gerous - they are still insights. Clarke and Walsh were more specific,
saying that the danger was overlooking how approaching a subject
matter in a particular way can simultaneously shed light on some
aspects while obscuring others [25]. This could lead to accepting
inferior explanations and disregarding better explanatory alterna-
tives. In the worst case, as Méki pointed out, this may result in
losing the knowledge available before introducing another disci-
pline’s values, theories, and methods [71]. This effect, also known
as Kuhn-loss, is a feature of Thomas Kuhn’s concept of scientific
revolutions [62]. In contrast, successful instances of scientific unifi-
cation and epistemological pluralism do not obscure these aspects.

While Dupré [33] mainly was concerned with the spread of Ratio-
nal Choice Theory from economics to the social sciences, scientific
imperialism also affects other interdisciplinary research. The inter-
disciplinary research area of security, privacy, and sociotechnical
safety takes cues from disciplines such as computer science, infor-
mation science, psychology, economics, and sociology. For example,
behavioral economics maintains a strong presence in usable privacy
research, aiming to quantify the “value” of personal data [3, 28, 54].
This centers the quantity of the value of data as an economic and

'Written by imperialist and racist poet Rudyard Kipling in 1899, “The White Man’s
Burden” called for the United States to impose colonial control over the Filipino people.
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individual trade-off between giving up privacy and receiving free
services, rather than taking a broader systemic perspective that
analyzes surveillance capitalism. Sociology and other disciplines
that theorize about social systems invite us to make systems of
power (economic, social, or otherwise) for critique. Researchers
from different research disciplines are in an ongoing - often highly
localized - discussion about what constitutes acceptable, rigorous,
and “proper” ways of doing research. These discussions are often
shaped by scientific imperialism of scope, style, and standing that
this community grapples with. Reflecting on the effects of applying
theories and methods from other fields and which kind of knowl-
edge may be obscured will better facilitate such discussions.

3.3 Decolonizing HCI

Broadly influenced by postcolonial and decolonial scholarship out-
side of computer science, HCI scholars have explored efforts to work
for social justice in HCI and against colonization and imperialism,
resulting in at least 115 papers from 2004 to 2022 [30]. Scholars
view such efforts as both a theoretical and methods-driven applied
orientation.

As a theoretical orientation. Initially, postcolonial computing was
a label Irani et al. started to use in 2010 as an analytical lens to
grapple with Western technologies being exported to “new cul-
tural contexts” (in other words, “out there”) [56]. In a subsequent
publication, they explored how postcolonial computing could be
generative, to pose different ways of looking at the world, develop
new research questions, and move beyond “regretful contempla-
tions of past biases” [76]. This approach might be seen as an im-
provement over prior perspectives on computing that ignored “out
there”, i.e., non-Western contexts, entirely. In identifying the exis-
tence of an other, these authors demonstrated how differences “ are
not simply a source of undesirable unevenness and aberration, but
also sites of creativity and possibility” [76]. However, postcolonial
computing may not go far enough in interrogating who does the
computing and where they do it. Though Dourish and Mainwaring
outline the colonial impulse of ubiquitous computing (Ubicomp)
in its universalizing (to the neglect of the periphery’s knowledge)
and its quantifying (for the purposes of hegemonic control) ten-
dencies [32], decolonial thinkers argue that this still obscures the
ways that Ubicomp itself is part of and perpetuates a racialized
world system [9]. Ali points out that practitioners of postcolonial
computing still benefit from the systems of power they exist in,
and therefore, postcolonial computing needs to be decolonized by
decolonial computing [10].

Later HCI researchers have expanded on decolonial computing
approaches, outlining a decolonizing agenda for HCI research and
design [11], reflecting on the establishment of AfriCHI and ArabHCI
to create space for decolonial HCI and pursuing decolonization
thinking [66], Afro-Postmodernism for decolonial praxis [14], and
decolonizing technology design in Asia [42].

For methods and applications. Decolonial methodologies have been
conceptualized for technology design [13, 18] and design prac-
tices [58, 81], with particular focus on participatory design (PD) as
a method well-suited to decolonial research efforts [24, 81]. Most no-
tably, Smith’s “Decolonizing Methodologies” thoroughly critiques



Towards Anti-Imperialist Security, Privacy, and Safety Research in HCI

how imperialism and colonization created an imperial view of re-
search on indigenous peoples, and articulates the development of
indigenous methodologies for research as well as approaches for
decolonizing knowledge production [80].

Zong and Matias emphasize that data refusal can also be an act
of design. In particular, when done from below, it could be seen
as aligned with decolonial efforts [95]. Finally, citational justice in
the practice of research itself is another part of rejecting cultural
imperialism [63].

Decolonial approaches and thought, popularized in HCI research,
are also beginning to reach the usable privacy and security research
community. For example, Hasegawa, Inoue, and Akiyama [51] iden-
tified a skew in usable privacy and security studies. More so than
in HCI, participants came from WEIRD countries. The authors
suggested ways to address the geographic and linguistic issues
and facilitate research on topics for non-WEIRD countries. For the
design of privacy-enhancing technologies (PETS), Chowdhury et
al. [23] proposed using Amartya Sen’s capability approach to move
from primarily considering tools’ utility focusing on users’ capabil-
ities. The increased diversity of methods and measures of success
help in recognizing human agency, assessing power dynamics, and
paying attention to context when developing inclusive PETS.

3.4 Computer Security’s Contradictory Origins

The origins of computer security research reflect two opposing
perspectives on power and authority. On one hand, many early
security efforts (e.g., tools, organizations, and institutions) were in
support of military purposes and thus have been closely aligned
with imperialism. On the other hand, early hackers and other coun-
terculture users of technology were staunchly anti-authority, in
some cases explicitly extending this to anti-imperialist efforts.

Military origins. Encryption for military purposes has a long history
that can be traced back to the Roman Empire. Kerckhoff formulated
six design rules for encrypted military communication [59], and en-
cryption played a significant strategic role in the outcome of the Sec-
ond World War. Increasing digital communication has empowered
governments, reduced costs of surveillance, and enabled the mass
surveillance of citizens — which cypherpunks (an anti-establishment
group from the 1990s) oppose by providing citizens with access to
encryption [57]. For example, Zimmermann developed PGP, a (for
the time) easy-to-use system to encrypt emails, with the specific mis-
sion to counteract government surveillance [94]. The initiatives of
the cypherpunks conflicted with US government policies, a conflict
that became known as the “crypto wars.” This conflict, questioning
whether the government should accept that there is communication
they cannot read, is still ongoing with ever-changing encryption
tools, crimes, and threat actors.

After the Second World War, international intelligence sharing
between the US and the UK continued countering global threats
like the Soviet Union. Together with Canada, Australia, and New
Zealand, they formed the Five Eyes alliance [75] — which influences
international surveillance capabilities and discussions on the avail-
ability of encryption to this day. In line with Mearsheimer’s theory
of offensive realism [70], other countries align themselves with the
Five Eyes alliance when it serves their geopolitical interest.
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Counterculture origins. As the military purposes of computer se-
curity developed into one set of professionals, institutions, and
beliefs, institutions, and professionals, so too did another set: coun-
terculture hackers who often reacted in direct opposition to the
former group. Such hackers tended to have an anti-authoritarian
bent, as The Hacker Manifesto, written in 1986 and now regarded
as a seminal text for grassroots self-identified hackers, illustrates:

“We seek after knowledge... and you call us criminals.
You build atomic bombs, you wage wars, you murder,
cheat, and lie to us and try to make us believe it’s
for our own good, yet we’re the criminals... I am a
hacker, and this is my manifesto. You may stop this
individual, but you can’t stop us all... after all, we’re
all alike.” [84]

Among other observations, The Mentor (the handle of the Hacker
Manifesto’s author) explicitly denounces tools developed for mili-
tary security, such as atomic bombs, and the wars waged by imperial
powers. Hackers adopted the term “white hat” (akin to the heroes
in Wild Western movies) to distinguish themselves from “black
hat” hackers (the villains) to be considered trustworthy enough for
salaried industry positions.

While the anti-establishment hacker manifesto aspirationally
proclaimed that online everyone is free from discrimination, on-
line discussions were dominated by white men. In Hacker Culture,
Douglas Thomas described hacker culture as “boy culture”

Starting in 1988, the security community - consisting of a motley
mix of vendors, government agencies, hackers, academic security
researchers, and the military — used the fallout from the Morris
Worm incident to center around the Computer Emergency Response
Team (CERT) [43]. Since then, computer security has continued to
reflect a spectrum of perspectives on power and authority. Some
cybersecurity communities operate in explicit support of military
or neo-imperial authority, while other grassroots hacker subcom-
munities operate in complete opposition.

4 Sketching out how imperialism manifests in
security and privacy

Imperialism functions by imposing and maintaining social, political,
and economic power over others while serving the interests of a few.
Since imperialism is expansionist, it has developed mechanisms to
bring others into that system of power, subjugating them to live and
serve the interests of those with more power. The hegemonic nature
of imperialism can obscure its very presence, making it difficult
to critically question and recruiting others to unknowingly aid its
expansion.

Depending on the research field, different powers are imposed
and maintained. This section examines imperial power’s expansion
to and maintenance in usable security and privacy research, i.e.,
the study of user behavior and attitudes related to security and
privacy. This subfield began with ground-breaking work on the
human aspects of security in the 1980s and 1990s. In 1999, Adams
and Sasse critiqued the authoritarian approach to organizational
security, calling for more user-centered security [5]. In subsequent
years, academics have gathered at a venue dedicated solely to this
topic, the Symposium on Usable Privacy and Security (SOUPS).
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SOUPS grew from a workshop organized by Professor Lorrie Cranor
in 2004 at Carnegie Mellon University in the US.

Initially, usable security and privacy research was conducted
where people most commonly interacted with computers: corpo-
rate office jobs. Primary research topics included authentication,
privacy controls, and phishing [39]. With the proliferation of com-
puting devices and an increasing technology-mediated everyday
social life, topics rapidly expanded to include online hate and ha-
rassment, interpersonal digital safety, and mis- and disinformation,
among others. The expansion of usable security and privacy to
contexts beyond corporate contexts is critical to broaden the study
of people’s perceptions and needs in security. When examining
new contexts, researchers unintentionally export their values and
assumptions.

Many of the prominent scholars in this community are based
in the US or in other Western countries [27]. A review of 485 us-
able privacy and security research found that 79% papers were
conducted with Western participant samples [51], an even higher
skew than the 73% of HCI papers with Western participants [68].
This overrepresentation of Western researchers and participants
suggests that we must stay attentive to the ways that imperialist
tendencies can manifest in usable security and privacy research.
Building on Adams and Sasse’s initial critique, even when security
practice is not outright authoritarian, soft paternalism can be en-
trenched in how security and privacy mechanisms are designed,
e.g., through nudging [4], which implies experts know the “right”
behaviors.

Developing an anti-imperialist approach, we aim to counteract
the uncritical export of Western ways of doing usable security and
privacy. To propose a more sustainable approach for transforming
future research practice, we focus on incorporating anti-imperialist
considerations by identifying hegemonic dynamics. In this section,
we highlight examples of how imperialism manifests in our work,
and we invite all the readers to reflect on and extend this list.

4.1 The Language We Use When Conducting
and Describing Research

Linguistic relativity suggests that culture, communicated through
language, influences our thoughts and decisions [45]. So the lan-
guage that researchers use to discuss research plans and potential
outcomes may affect their research approach to security and pri-
vacy issues. Hence, it deserves critical reflection on where these
terms and the language come from, how their meaning adapts, and
which new areas we apply them to.s

The origins of security research (and computer science in gen-
eral) are traceable to military and intelligence. This is noticeable in
some of the key concepts that are still regularly used in computer
security. For example, the “need to know” principle [74, p.167] is
used in the military to restrict information access. There, it serves
as a principle to discourage browsing for unrelated information
and uphold power hierarchies. In computer security, the term has
transferred to permissions and authentication research, specifically
mandatory access control. It has also found its way into HCI to
discuss which information should be displayed on restricted screen
sizes. Adams and Sasse [5] argued that the need-to-know principle
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in computer security leads to a lack of user awareness and security
departments’ lack of knowledge about users.

Computer security and privacy research is often interlinked with
other fields, such as cryptography. Cryptography has developed
the term “ceremony” to discuss and formalize interactions with
people [34]. It extends the notion of network protocols, a formal-
ized communication between machines in which people follow a
security ritual. For example, “key ceremonies” describe the key gen-
eration, use, or verification process involving one or more people
to build trust in the security. While the concept enabled cryptog-
raphers to reason about human interaction, it also ignores social
and cultural aspects that matter when these ceremonies are used
in everyday life [36].

Frequently used terms like “user” impact research ideas and
approaches. Research that only cares about users ignores secu-
rity and privacy mechanisms affecting non-users [78]. For example,
people who use smart glasses or voice assistants may infringe on by-
standers’ or visitors’ privacy. As Satchell and Dourish [78] warned,
focusing on users alone is at risk of becoming an unquestioned
hegemonic paradigm in HCI research. Heeding their warning in
the security and privacy field means refocusing research from an
individualized perspective, i.e., the person interacting with a mech-
anism, to a systemic and community-oriented view on security,
privacy, and safety.

Other terms, such as the “standard operating procedure” (SOP),
have an unclear origin. While it is used in the military, it is equally
if not more common in health and safety to give people step-by-step
instructions to conduct critical routine operations. In information
security, they are now used to manage incident response.

As an interdisciplinary area of research, usable security and pri-
vacy is especially prone to transferring embedded values. Not only
does the research derive language and embedded values from asso-
ciated disciplines, but it also forces them onto other applications
and research fields. Hence, researchers should reflect on established
terms and consider developing more appropriate terms and lan-

guage.

4.2 In the Selection of User Populations

Most commonly, security and privacy research studied people at
Western universities, security and privacy professionals and practi-
tioners, developers, and crowdworkers. Non-Western populations
often remained invisible, ignored, or “othered” in future work sec-
tions. While it is a welcome development that US-based study pop-
ulations are no longer the unquestioned default in the review pro-
cess, it seems to have led to a rush to “discover” and make visible
“novel” study populations. This bears resemblence to the first step
of imperialism that “could be tied to a chronology of events related
to ‘discovery’, conquest, exploitation, distribution and appropria-
tion” [80].

Othering of global majority populations. Prior HCI research demon-
strated imperialism’s legacy by measuring where the research is
conducted. Many WEIRD (Western, Educated, Industrialized, Rich,
Democratic) countries were imperial powers, providing a partial
explanation for why 73% of CHI papers [68] and 79% of usable pri-
vacy and security papers [51] focus on Western participant samples
that represent less than 12% of the world’s population.
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Many fields other than computer science have already identi-
fied that studying populations in less developed countries from
an outside perspective is both a method and an outcome of neo-
colonialism [29]. Anthropology, for example, has a long history in
the othering and “objective” study of indigenous peoples. As such,
“the ways in which scientific research is implicated in the worst
excesses of colonialism remains a powerful remembered history
for many of the world’s colonized peoples” [80]. At the turn of the
twentieth century, eugenics, as a pseudo-scientific field, popularized
scientific racism. The legitimacy and methods of science were used
to study racial or ethnic minorities, evaluate their “quality”, and
justify imperialism, colonialism, slavery, and genocide. Quite under-
standably, indigenous people have become wary of researchers who
want to study them. As a result, “many Indigenous intellectuals
actively resist participating in any discussion within the discourses
of post-coloniality. This is because post-colonialism is viewed as
the convenient invention of Western intellectuals which reinscribes
their power to define the world”” [80]

Studying non-WEIRD populations can be valuable by making
them visible in the research discourse and enabling discussion of
specific security, privacy, and safety needs. However, given the
history of power imbalances and misuse of scientific legitimacy,
approaches and methods must be chosen carefully [51, 68]. The
relationship between the researcher and the research subject differs
when a researcher from a WEIRD place studies research subjects
in a non-WEIRD, more marginalized place. This power imbalance
based on imperialist history is even noticeable within the research
field itself. The English language has become so widespread through
imperialism that it has become the unquestioned default language
for scientific communication. This privileges native speakers from
dominant countries (e.g., one of the authors) and makes it harder
to communicate knowledge for non-native speakers. Most research
also takes for granted that widely available computing technologies
were developed for Western populations based on certain assump-
tions about potential problems and their need for solutions — that
may not apply in communities and regions now made visible.

So, adapting pre-existing methods and approaches to non-WEIRD
populations may require extra care. However, seeing the repeated
studies of how email encryption or privacy controls do not work
for various populations, Western researchers should also be hon-
est about what they hope to learn. Are there indicators to suggest
that the results could be different, or is there pressure to make
a novel contribution — recognizing that studying a new popula-
tion is sufficient for getting accepted? Such an approach might
reflect an imperialist urge to discover new populations to apply a
demographic lens to, claiming new scientific territory and research
novelty.

Valuing novelty over helpfulness leads to academic conquest. Aca-
demic venues, including top security conferences, value novelty.
The USENIX Security 2024 Call for Papers specifies that “[a]ll re-
searchers are encouraged to submit papers covering novel and
scientifically significant practical works” 2 and similarly, the IEEE
Symposium on Security and Privacy 2024 “solicit[s] previously
unpublished papers offering novel research contributions in any

Zhttps://www.usenix.org/conference/usenixsecurity24/call-for-papers
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aspect of security and privacy” (emphasis added in both quotes). 3
Particularly when conducting user research, the pressure for nov-
elty can lead researchers to use well-known research setups and
“branch out” toward user populations that are underrepresented in
academic literature.

This is already happening: a growing body of usable security
and privacy research focuses on marginalized, vulnerable, or at-risk
populations. To handle this growing body, researchers developed
a framework for unifying such research through contextual risk
factors such as “oppression” or “stigmatization.” Research papers
in this vein describe their novel contribution to the literature as
documenting the threat models, needs, or protective strategies of an
essential but underrepresented populations in academic research.

Using the lens of novelty in academic security and privacy re-
search, it is then possible to see populations that are visible, as
opposed to those that are not [88]. Populations that are less visible
are broadly the global majority and include people of Indigenous,
African, Asian, or Latin American descent who represent approx-
imately 80% of the world’s population [21]. Often, papers about
security and privacy research engaging with user populations do
not even disclose that the recruitment occurred in the U.S.; it is the
silently understood hegemonic assumption. At the same time, pa-
pers that are located outside tend to highlight the non-U.S. country
of origin in the title. In this way, security researchers figuratively
engage in the dynamics of “conquering” new populations for secu-
rity and privacy when they write about the “novel” threat models
and considerations of previously invisible populations in academic
security research. Valuing this kind of novelty regardless of help-
fulness is a “valorization of territorial and militaristic rhetoric as a
hallmark of intellectual rigor [that] is deeply problematic and en-
tangled with imperialist and androcentric approaches to knowledge
production” [22].

In contrast, focusing on access to digital services instead of se-
curity and threat models moves the research lens from the novelty
of the user population towards digital participation for everyone.
For example, Coles-Kemp and Jensen [26] studied how refugees
and migrants struggled to access necessary digitalized government
services. They were primarily concerned with the benefits of these
services that they required, foregrounding their helpfulness. Pro-
tecting assets and controlling access to these services remained a
secondary concern.

4.3 In the Objective of Systematization

Systematization is a process and a tool. As a process, systemati-
zation includes delineating categories, defining what falls within,
and excluding what falls outside. Systematization usually depends
on some form of abstraction, a fundamental skill vital computer
science and science in general. Abstraction is an act that withdraws
or removes properties from consideration, so as to be able to attend
to others [60]. The act of removal comes with power over how
the abstraction can or should be used. Hence, systematization not
only organizes knowledge or things but also bestows power upon
entity doing the systematizing. History is littered with social con-
structs — systematization efforts led by various groups of people
— that embedded and perpetuated systems of power. For example,

3https://sp2024.ieee-security.org/cfpapers.html


https://www.usenix.org/conference/usenixsecurity24/call-for-papers
https://sp2024.ieee-security.org/cfpapers.html

NSPW ’25, August 24-27, 2025, Aerzen, Germany

systematizing biological gender sustains the cisheteropatriarchy,
systematizing labor sustains capitalism, and systematizing people
into races sustains colonialism and imperialism. These systemati-
zation efforts, whether small or large, have served to benefit the
entity with the authoritative viewpoint to define the categories of
the system.

One example of systematization for usable security and privacy
research is Westin’s privacy index, which categorized people into
high (“fundamentalist”), medium (“pragmatist”) or low (“uncon-
cerned”) levels of privacy concerns [64]. Though these categoriza-
tions were largely used for industry and policy research, not aca-
demic, they were nevertheless influential for decades, broadly in-
forming the notice-and-consent privacy model [86]. However, legal
scholars have later critiqued this systematization, calling into ques-
tion the validity and reliability of the survey questions [53]. While
intended to improve the privacy of individuals in the US, these
categories of privacy concern demonstrate the power afforded to
entities that deployed them.

Survey scales are often intended to be used across disciplinary
boundaries and geographical borders. As they can expand their
influence for comparisons across boundaries, in some cases they
can also be a tool for imperial influence. When security and privacy
researchers systematize and categorize knowledge, they uninten-
tionally imprint their view of the world on the categories and all of
the people that consume that categorization and sorting; proclaim-
ing their knowledge is most important [49]. In short, they impose
their hegemonic views onto the categories. This is unavoidable, as
research is not objective. But researchers need to be aware of this,
openly communicate about this, and leave space for alternative
categorizations.

Today, Westin’s privacy index is not as relevant to privacy re-
search anymore. Instead, we have global privacy standards based on
European notions of what privacy is and how it should be enforced
(GDPR). Globally effective regulations are important to uphold legal
expectations of data protection and privacy, requiring organisation
and uniformity. However, the uniformity comes with the cost of
making other, alternative, conceptions of privacy, e.g., on a group
level than on an individualized level, invisible and less legitimate.

Systematization of any kind also always requires a simplification
and reduction of complexity and nuances [19]. However, it ends
up giving a false sense of completeness which can be deceiving to
researchers and end users alike. So, researchers have to continu-
ously ask themselves who is or what kind of knowledge are further
marginalized because they are not even mentioned?

4.4 In the Fundamental Embedded Values

The computer security research field comes with some fundamental
embedded values. First and foremost, there is a common attacker
for everyone, and security experts have the authority to say who
that is and how to protect users from them.

Assuming that there is a correct path to increasing security. Edu-
cation and training are governance tools used in colonization and
imperialist efforts, e.g., in the British Empire [47] or the American
Indian boarding schools in the US [31]. In security and privacy,
education often comes in the shape of hierarchical ‘advice’ that
appears as a form of enlightenment, telling users what they should
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be doing, sometimes with minimal explanation, threat model, or
other context. From the first human-centered security studies, users’
non-compliance implied a lack of knowledge and understanding of
security issues. The security community saw it as their burden to
enlighten end users to save them. Hence, many usable security and
privacy research projects focused on designing and evaluating edu-
cational materials in different forms (posters, games, quizzes, and
more). The widespread adoption of information security manage-
ment in companies also led to the inclusion of security awareness
training and campaigns. As a result, an entire ecosystem of aware-
ness training and user education for companies has been developed.

This ecosystem privileges security experts’ opinions of the cor-
rect path to achieving security, privacy, and safety, dismissing the
idea that non-expert people are capable of reasonably managing
their own security and privacy. They learn from scams and fraud,
learn from their friends’ and family’s experiences, are able to re-
cover, and also teach their friends about what they learned. To
unlearn this particular embedded value, we have to accept that
different ways of achieving security exist and allow end users to
set their own priorities based on their lived experience, which they
alone are the real expert.

Lack of participation (or exclusion) as an accepted outcome. The
values embedded into security and privacy research also determine
acceptable outcomes and side effects of security protections. For
example, the safety of online users from harassment is not as impor-
tant as the privacy of the perpetrators’ communication. Prioritizing
privacy in all cases leads to accepting the outcome of marginalized
groups leaving online platforms and forgoing technology-mediated
social interactions. This is not just. With more social interaction
being moved online, it can create an experience of deprivation and
dehumanization of “othered” populations:

“To lose everything and to be forced to move to an-
other country as a refugee, your only property, your
own body and the knowledge that you carry within
you, must be one of the most extreme human experi-
ences of deprivation and dehumanization, the more
so since one effect seems to be that you immediately
begin to lose your humanity in the sight of others,
reduced as the Italian philosopher Giorgio Agamben
has put it, to ‘bare life’, an unrelenting minimal exis-
tence in which you are no longer the subject of rights
but a supplicant who at best has become an object of
compassion” [93].

Independence and self-governance. 1t is also useful to remind us
that not all approaches to security and privacy have to embody
neocolonialist values. The anarchist hacker community has brought
liberal ideas to the open-source community as well as the security
and privacy research community [43]. The values built into free
(and open source) software projects can endure for a long time since
these projects became popular enough to achieve the stage of an
Internet infrastructure. The fediverse, a collection of social network-
ing sites that communicate with each other, is one recent example
of that. Its decentralized but federated nature is the antithesis of
common centralized Internet services that surveillance capitalism
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encourages. Cory Doctorow identifies decentralization and inde-
pendent operators as the way to fight surveillance capitalism [20].
The decentralization and self-governance also allow local commu-
nities to be self-sufficient and regulate their own communication
style and levels of acceptable privacy protections.

4.5 In the Extraction of Value from Othered
Populations

In an economic sense, imperialism “could be tied to a chronology
of events related to ‘discovery, conquest, exploitation, distribution
and appropriation” [80]. After discovery and conquest, imperialist
research may exploit communities and participants to extract value.
Extracted value comes in different forms, e.g., the added knowledge
that can be applied elsewhere, monetary value, and the increased so-
cial capital of the researchers themselves. Following ethical research
practices, researchers should, in any study, compensate participants
and give back to the community to avoid exploitation and ensure
friendly relationships with future researchers. Dedicated security
and privacy clinics [52] are an example of establishing strong ties
with an affected community to tailor practice and research to com-
munity needs. While the research output is welcome, it is not the
primary factor for establishing these clinics. An anti-imperialist
lens can help researchers consider in more detail the kinds of ex-
tracted values, think about ways of mutual learning, and empower
the participants as well as their communities.

Extracting research value. Gaining knowledge that we did not
have before is the entire point of doing research. However, extract-
ing research value may become imperialist if the participants are
(without a good reason apart from their availability) marginalized
and they and their communities are not compensated appropriately.
Worldcoin, co-founded by OpenAI CEO Sam Altman, is a cryptocur-
rency project that wants to provide a universal basic income (UBI)
based on its cryptocurrency [2, 46]. Central to this mission is a
high-tech orb that recruiters use to collect biometric iris data about
everyone, ostensibly to avoid defrauding this imagined UBI system.
Enrolling required personal data in the form of email addresses,
phone numbers, and biometric iris data without meaningful con-
sent. Collecting biometric data is an ethical concern because risks
exposing all the participants to harms from misuse, which is on the
rise according to the FTC [37]. The project focused on countries
of the global south - Indonesia, Kenya, Sudan, Ghana, Chile, and
Norway [46]. Participants were given “free money” in the form of
the Worldcoin cryptocurrency, promising future wealth increase.
In Kenya, the government ended up suspending enrollment to the
project over data privacy concerns [72].

Extracting monetary value. The security and privacy industry
also creates financial gains for itself. They do so first by individ-
ualizing the responsibility for security and privacy to end users
(guilt-shaming them into compliance), thereby creating a market
and then offering them software to combat the problem. This has
been a pattern with anti-virus software before (now mostly obso-
lete) and is now more noticeable with commercial VPN software.
VPNs have become widely known because of the 2016 FCC decision
to allow analyzing ISP traffic for marketing purposes [61]. VPN
providers used this decision to scale their operations up and employ
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large-scale advertisement campaigns to convince users worldwide
that they need a VPN [7], essentially exporting a US-based privacy
concern to the world. However, many security, privacy, and safety
problems are either not easily reducible to individuals’ behaviors
because they are systemic or platform issues. Most commonly, peo-
ple end up employing VPN to circumvent censorship, an issue of
digital participation and freedom. In authoritarian countries these
can be helpful to access information and services from abroad,
in democratic countries they are useful to access media that has
been blocked because of intellectual property rights. In any case,
asking money from individuals for security software limits access
to security and privacy and can seriously impede adoption and,
consequently, security gains.

5 Where do we go from here?

As explored in the previous sections, academic research and in-
dustry projects in security, privacy, and safety are grappling with
the legacies of imperial systems. So what should be done? We do
not believe there to be a single correct answer, but we see value
in aligning our approach with other political questions that tackle
systemic change.

Ben Green'’s action-oriented suggestion on grounding data sci-
ence in a politics of justice [44] is relevant for developing an anti-
imperialist approach. Green proposed a stage model of transforma-
tion that starts with cultivating interest (in social-good applications
of data science), continues with reflection (about current ways of
doing things in data science), and then next to changing applica-
tions of data science and finally practice based on the collective
reflection. This section suggests a reflective practice [12] during the
planning phase of research projects to understand how imperialism
may manifest in the underlying ideas and research practice.

Reflection questions. Towards supporting security, privacy, and
safety researchers to do anti-imperialist research, we now outline
three reflection questions. These questions do not give binary ver-
dicts about whether research is or is not perpetuating imperialism.
Instead, their purpose is to generate discussion about how a re-
search project may relate to imperialist tendencies. Only then can
researchers detect systematic patterns and respond appropriately.
This list is therefore not intended to be conclusive but instead, a
practical starting point.

RFQ1: In what ways might we be perpetuating an imperialist
past?

When beginning a research project, invest time and resources to
learn about the planned research topic’s history. Consider the as-
sumptions that the original technology or sociotechnical system
may have embedded in its composition. For example, is the “dis-
covery” (e.g., of a novel population) being framed as the key contri-
bution? In this way, the academic scholarship reflects normative
assumptions of who is an expected user and who is not.

It is critical to consider the positionality of the researchers rela-
tive to the study population. Especially if researchers hold differ-
ent positions than the population of interest, research should be
a collaboration between researchers and the population. The slo-
gan “nothing about us, without us” has been used by advocates to
describe how populations such as youth [91] or people with disabili-
ties [83] must be included in the development of policies or research
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about them. Additional scholarship on positionality is related to
reflections on reflexivity [69], community-based research [50, 67],
and more.

RFQ2: What forms of existing knowledge and practice might be
hidden?

Imperialism, in its quest for implementing a new regime, can ob-
scure and erase existing knowledge and practice, perpetuating epis-
temic injustice [6]. A key consideration for researchers must be
to evaluate whether the researchers’ assumptions about security,
privacy, and safety — including threat models and appropriate re-
sponses to risks — match communities or research participants’
expectations and goals. As discussed in Section 4.4, education can
be a form of imperialistic governance. For example, forcing users
to undergo mandatory security training is one way of enforcing
the “right” behaviors - even if such training is poorly defined or
misaligned to the goals of the user.

RFQ3: Are we as researchers benefiting more from the research
than the participants?

Finally, researchers must carefully consider the long-term outcomes
of the research project after publication. Applied research often
makes arguing how the results benefit participants easier, but par-
ticipants might contribute to fundamental research without clear
outcomes. Even though direct monetary compensation for study
participation has become more common, it is by no means the only
way participants benefit from research. For example, researchers
can offer to be a security and privacy consultant, donate their time
to fix issues with tech, or try to create lasting community impact by
setting up locally-hosted infrastructure and teaching community
members how to maintain it.

Individual and collective reflective practice. These questions and
principles for reflection can be operationalized individually, collec-
tively, or both. The lowest barrier to entry is individual reflection:
the lead researcher confronts these questions, checks how related
work handled these questions, asks for other researchers’ feed-
back, and documents the results in a research diary or the final
paper. As Amulya [12] pointed out, individual and collective reflec-
tive practices are not mutually exclusive. Collaborations between
three to eight researchers are relatively typical in security research.
Structured collective reflection meetings could start with individual-
focused breakout sessions, which then inform a round-table dis-
cussion, enabling mutual learning and “exploring the connections
across those multiple perspectives” [12]. In the context of collective
discussions among research team members, there is no need to
stay within the scope of the reflection questions. We encourage
following up on other aspects of imperialism related to the research
project that arise in the discussion.

Institutioning anti-imperialist reflective practice. Ideally, investi-
gating potential imperialist tendencies of a research project hap-
pens before its start and during the write-up stage to double-check
the framing of the paper’s intent and results. Reflective practice is
about “building a habit, structure, or routine” [12] in the work of
researchers. One way of making reflective practice a structure or
routine is institutioning [55], making or adapting an institution. The
internal or ethical review board is typically an existing university
institution with an established application and review process. We
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want to avoid adding additional burden to these existing institu-
tions that often lack resources. However, that particular moment in
aresearch project is already a moment of reflection that can invite a
broader view of the research project and its relation to imperialism.
As an initial step, adding a paragraph in the paper about what the
researchers thought about that and how they plan to mitigate the
potential impact of imperialist tendencies would be helpful.

Effecting change. With this critique paper, we hope to contribute
to a change in knowledge and facilitate a change in practice. As
a community of researchers and scholars, we have the power to
impact change in research culture and the policies associated with
our publication venues and research institutions. In this work, we
reflected on imperialist tendencies we have observed in usable
security and privacy research specifically. Similar to the Missouri
model for trauma-informed schools [1], success in advancing anti-
imperialist research is a process, not a destination.

To continue this process, future work can work to identify the
roots of imperialist ideologies that underlie ongoing research projects.
As an instructive case, Gebru and Torres traced the common roots
of effective altruism and longtermism, both part of the TESCREAL
bundle, to first-wave eugenics [40]. For usable security and privacy
research, much more reflection is needed from additional vantage
points to build a communal practice of anti-imperialist research.
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